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7y  Digital Native Global Insurgents

Ubiguitous Pervasive Terrorist-related Web sites**
ot o] * 1997 =12
» 2007 > 5,000

In the snow-draped mountains near
Jalalabad in November 2001, as the al Qaeda - the first querrilla movement
Taliban collapsed and al Qaeda lost W i history to migrate from physical

its Afghan sanctuary, Osama bin space lo cyberspace

Laden biographer Hamid Mir » suicide bombers & ambush units in Iraq
watched “every second al Qaeda access the Web for training and tactical
member carrying a laptop computer support

* massive and dynamic online library of
training materials -- some supported by
experts who answer questions on
message boards or in chat rooms —

* MiX ricin poison,

* make a bomb from commercial
chemicals,

+ pose as a fisherman and sneak through
Syria into Iraq,

* shoot at a U.S. soldier,

* navigate by the stars while running

through a night-shrouded desert. **

Temornsts Tum to the Wieb 3= Base of Opergtions

along with a Kalashnikov” as they
prepared to scatter into hiding and

exile. **

an al Qaeda operative "no longer has to
carry anything that's incriminating. He
doesn't need his schematics, he doesn't
need his blueprints, he doesn't need
formulas.” Everything is posted on the
Web or "can be sent ahead by encrypted
Internet, and it gets lost in the billions of
messages that are out there.“**
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Interview With Chechen Commander Abu Hafs:
"Youth Is Going Out For Jihad”

The Islamic Chechen Republic conbinues Its war with
Fusslz that began long beore rag and Afghanistan, acding
o what has now becoms 3 global Ihat. Vaks Newspaper
631 down with Abu Ha's, a Chechen Commander ta galn
Insight imto the jihad phenomena. More..

More Martyrdom Attacks Reported By The Media
Committee OF The Islamic State of Irag

Martyraom attacss conlinuz to be the weapon of chalce for
Mujanidesn fignting In gefense of the newly formed |slamic
Stale of Iraq a5 ‘winesseo by reports recelved from tne
Islamic: State of irag that oetal several deadly akacks and
left mare soidlers dead. Mare...

VIDEQ: Jaish Al-lslami Making A Direct Hit
Completely Destroying US Tank

Hare Is @ vides dlp of Jakh Abislaml sriking a US Humvee
WER IE05 autside of Baghdad that sends the venieie fying
through the alr befare it lands I pleces, upside down
Please be pallent as this shot Dut staring wideo
oawnioads 22 your computer. Mora.

U5 Troops Murder Six Residents OF Hit; Bomb
Kills three In Iraq's Anbar Province

US gccupation forcee raldeg homee In the ash-5hurah, al-
‘Ummal, ard al-Asian nejghbomoods of Hit, &lling Bl local
civilans, siabing them win thelr bayonets in thelr homes In
what |5 wigely balieved to avenge the kliing of 5x American
Marines on Friday. More...

VIDEOQ: US Soldiers Scared 5tiff In Operation In
Iraq’s Anbar Province

Hare I5 3 rarg vigeo ¢ip filmed Inslde & UIS patral vehice a5
they conduct an operatian In Anbar Province. Rest assured
Ihese Americans wont slesp nights or chooee to “stay the
courss” afer winessing thelr comrades beng bioan up
right in front of them. Mare. ..

Carrot And Stick: Hamas Chooses "Peace
Conference” Over “La llaha lliala’

Wiell It was onily 3 matier of ime before the Impotent "|nl""|a$
govermment agreed o &&s with israsl foliowing the
velning wel another UN resciutlon that cande F‘IFE:I B
latast Israel massacre In Gaza that iled more 5
Falzslinians. Mars..
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Saudi says oil security main topic at Riyadh
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Saudi Militant Plot Mirrored Sept. 11

Saudi Official: Militants Held in Terror Sweep Trained to Use Planes in Suicide Missions Dugh

Here ks a rare visao cip fimed Insle a US patrol vehicle a5

they conduct an operation In Anbar Province. Rest assured |

thege Americans wont slesp nights or chooee to “stay the
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right in front of them. More...
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“Greater jointness
and interdependence
among the military
services. Fighting the
Global War on Terror
requires that all \#..
instruments of "\?ﬁ
national power are
brought to bear on
the task at hand.”

Secretary
A=A of
.. Y@  Defense
g Robert
Gates

Call to Duty: Boots on the Ground

Commander’s Intent

“.....The technology that is at
the center of Transformation
is Information Technology.

“.. a network centric
capable force is
one that is robustly
networked .......... :

sscemy e fUlly interoperable

== and shares
information and collaborates by
means of a communications
and information infrastructure
that is global, secure, real time,
reliable, internet-based, and user-
driven.”







Depariment of Defense Nelworks
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Software
Applications

Computing
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Equipment
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Department of Defense Networks

Defending the Global Informaltion Grid

Shftware Intrusion Detection

Solutions Firewalls
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We Are Under Cyber Attack!

Cyber Intelligence Problem Sets

s A

W

Transnational

BOTNET Cyber Terrorists Sy

States

Viruses

Worms

Alleged VoIP Scam Highlights
Looming Security Threat

WHILE INDUSTRY WATCHERS AND
SECURITY VENDORS HAVE BEEN
ENCOURAGING COMPANIES TO MAKE
SURE THAT THEIR YOIP NETWORKS
ARE PROTECTED, A LACK OF SUCH
HIGH-PROFILE INSTANCES IN WHICH
THE NEXT-GENERATION

Threat to Availability

Script Kiddies COMMUNICATIONS PLATFORMS
HAVE BEEN ATTACKED HAS CAUSED
Rogue Hackers SOME COMPANIES TO TAKE A WAIT-

AND-SEE APPROACH.

Threat to Information



» Everything over Internet Protocol

e FIRST ... the Joint Special - Scalable

" * Flexible
Operations Command - Fort . Efficient
BI" agg + Less cost, smaller footprint, less
. _ people.
e THEN .... the Joint E » EolP will converge & reduce
- training requirements

Communications Support
Element - MacDill AFB

* lraq

* Afghanistan

* JNN to WIN-T ﬁ »

Current Circuit Based & Telephony Capability

......

Everything Over
IP (EQIP) Refit

" gk
onverge P
> J3 -

Video
Teleconferencing

| 3
| =

Unclasmfled
Netwnrks

a

JOINT COMMUNICATIONS SUPPORT ELEMENT —
To address inefficiencies of traditional bandwidth alfocations........migrate everything to EclP




» Everything over Internet Protocol

. FIRST ... the Joint Special  (§U7%) Rt

Operations Command - Fort ™= e

Bragg » Less cost, smaller footprint, less
. people.
e THEN .... the Joint v - EolP will converge & reduce

Communications SUpport training requirements
Element - MacDill AFB |

* lraq
* Afghanistan

« JNN to WIN-T

.
B
.

JOINT COMMUNICATIONS SUPPORT ELEMENT
To address inefficiencies of traditional bandwidth allocations........migrate everything to EolP
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Focus on Protect
the Network and
Trunk-lines

EXisting Enc y v

Devices

Spectera KG-235

TACLANE Classis KG-\75
TACLANE E-100 KG-175

KIV 19/19A
STUll
FPCC

NES

VWhy Are VWe Going to rJ P E -,.@J ution's
Improved network security
Adds IPvé functionality

Greater bandwidth efficiency
Supports foreign interoperability
using Suite B algorithms
Incorporates Common Neftwork
Management capability

+Notet.ook ‘Drives’ wf Encryption

+ Data at Rest Encryption

+ SME PED Commercial Converged
to meet SIPRNet requirements

+ Ease of deployment

. Boots on the Lrouh

Ty

venis. @ We want
to be!

+ Fagh-speed Encryption Commercial
rechnology




SECURE MOBILE ENVIRONMENT (SME)
PORTABLE ELECTRONIC DEVICE (PED)

GSM STU/STE B-BERRY

The primary purpose of
the system is to

provide a means for PC ENCRYPTER CAC/PKI

non-secure and secure [ Yy
voice and data + lei=: e =

communications over
global cellular
hetworks.

o 228
=

* Converged Secure Data and YWoice
Solution

= Type 1 and Mon-Type 1 Capability
» Secure Data (Secret)

» 3IPR-to-the-Hip

= Streaming videa

» Yoice (Top Secret)

» Global Connectivity (GSM and
CORA)

; : £ - ] = Supports Strategic

PAGSM F J ; and Tactical Applications

NNcDMA

Call t0 Berp==iey




Anytime, Anyplace - In One Small Package

SECURE MOBILE ENVIRONMENT (SME)
PORTABLE ELECTRONIC DEVICE (PED)

GSM STU/ISTE B-BERE - ——
arent Standar

The primary purpose of
the system is to

provide a means for ENCRYPTER

non-secure and secure
voice and data ( + We—:»

communications over
global cellular
networks.

* gfiverged Secure Data and YWoice
Ealution
= Type 1 and Mon-Type 1 Capability
» Secure Data (Secret)
» 3IPR-to-the-Hip
= Streaming videa
» Yoice (Top Secret)
» Global Connectivity (GSM and
CDM,&)
; : £ - ] = Supports Strategic
PAGSM F J ; and Tactical Applications

NNcDMA
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SECURE MOBILE ENVIRONMENGss

PORTABLE ELECTRONIC DEVI&S g dBlEHan % ‘

is a good start )

Se;:hre Mobile Emﬁronn;ent
+ (SME)/Portable Electronic Device

(PED)

[=] Converged Secure Data and Voice

Thére ianu

Solution
Architecture 7 — [=] Employs Type 1 and Non-Type 1
Presently to Capability
support this [=] Provides:

today! » CAC Enabled for NIPR

» Provides Security for Data at Rest
» Secure Data (Secret)

: » SIPR-to-the-Hip
; ) » Streaming video
| . : . W » Voice (Top Secret)
PAGsmM - , » Global Connectivity (GSM and CDMA)
; [=] Supports Strategic and Tactical

Applications
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The World we live in...
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The World we live in...

- iﬁmySpace‘@

a place for friends
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I@Tube Islam
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The World we live in...

During leadership
training, “foreign”
military students use
technology colfaboration
tools as a way of life,
while the U.S. students

@TUbe |S|am do not....

Sharellslam)Videos

ﬂmyspacf

a place for friends

Call to Duty: Boots on the Ground



01 hay 2007 Call to Duty: Boots on the Ground



INSTANT

MESSENGER

01 hay 2007 Call to Duty: Boots on the Ground



amazon. cOm.

//ﬁ%i &%




The World we live in...
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Educating our Sr. Leaders
...Enabling Battle Command Workshop

N T (AN N NI RN TR MR PR E R
e I=TE TN

Background P _ A
» Full 2-day workshop € omnoeor N, Do
« Started — 26 Aug 05 o
» Workshops held — 15
« Future scheduled — 6

&

All General Officers will
Purpose attend this workshop

» Focus on networked information
systems and technologies

T R

* Provide technical background
heeded to make employment and

resource decisions Discussion points

Attendees to date N7 - Information Assurance

Former SecAmmy
4-Star GOs — 3 (CSA, VCSA, TRADOC) Battle Command

SMA, TRADOC CSM, G-6 CSM X ® @ B B - Intel Systems
Army/Army Reserve GO’s — 281 y ot g Army Knowledge

Army SES's—15 &% AN
Other GO’s — 3 (3-Navy, 2-AF, 6-Marine) {E€ 2 Management

Other SES’s — 4 (1-Air Force, 3-Marine) a7\ Future Combat Systems
Senator AFEE

House Armed Services Committee — 2

Congressional Staffer - 3
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Pushing to the edge....

“Power to the Edge”

- = Johmistentat, former Al

| Network Enabled
. Warfare....

.Or...

Metcalfe’s Law
“the network effect™

What does
“The » this mean

25,000,000 NS TN v
usefulness, or Metcalfe’s Law - RS for the
utility, ofa 2 20,000,000 e el warfighter?
network 15 "Once Standard has achieved A\ b N
Squals the Network > S,
Square uf the 10 ﬂ:ntz:: multiplies « xponentially”

umber of -

isers” 3

1 T L]
Jul |8 | J
15985 19

0 Jan r
19 1955 1

o
1957 18497
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Generates
combat
power!!
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